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TO DO : Open a web browser (firefox?)
You should go to my home page and click on the link:
“Semaine Transverse : the problem with e-voting”

http://www-public.tem-tsp.eu/~gibson/Teaching/SemaineTransverse/E-voting-problems/
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TO DO : click on the first Scratch machine1
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TO DO: wait until the project has loaded
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TO DO: run the machine by pressing on the green flag

You can go to full screen mode
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Can you guess the authorisation password?
It is surprising how many e-voting systems are not secure



Semaine Transverse Domaine Informatique - CSC**** Dr J Paul Gibson

E-voting : A simple problem (TP)

7

Election configuration is usually more complex, but even in this simple case the 
administrators can make mistakes

TO DO : Test which values are considered valid
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Voter authentification is usually complex, but here each voter has a unique ID number 
between 0 and n-1

Question : is this sort of code a good idea?
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TO DO : Test if the interface works correctly
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QUESTION : what happens if the time runs out in the middle of voting?
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Does the election count the votes correctly?
Is the machine acceptable?
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What requirements do you think a voting system should meet?

E-voting system requirements
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What requirements do you think a voting system should meet?
E-voting system requirements

TRUSTWORTHY - TRUSTED???
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What requirements do you think a voting system should meet?

E-voting system requirements

RELIABLE - DEPENDABLE???
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What requirements do you think a voting system should meet?
E-voting system requirements

SAFE AGAINST FRAUD???
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What requirements do you think a voting system should meet?
E-voting system requirements

AUDITED??
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What requirements do you think a voting system should meet?
E-voting system requirements

RECOUNTABLE ?? 
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What requirements do you think a voting system should meet?
E-voting system requirements

RECEIPT-FREE ?? 
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What requirements do you think a voting system should meet?
E-voting system requirements

ON A NETWORK??
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What requirements do you think a voting system should meet?

E-voting system requirements

USABLE??
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What requirements do you think a voting system should meet?

E-voting system requirements

SECURE AGAINST ATTACKS
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What requirements do you think a voting system should meet?

E-voting system requirements

OPEN / TRANSPARENT ??
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What requirements do you think a voting system should meet?
E-voting system requirements

ACCESSIBLE
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What requirements do you think a voting system should meet?

E-voting system requirements

(FULLY) ELECTRONIQUE?
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What requirements do you think a voting system should meet?

E-voting system requirements

OWNED BY ‘YOU’??
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What requirements do you think a voting system should meet?

E-voting system requirements

Coercion-resistant ??
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E-voting system - let’s look inside at the code
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Have any of you ever programmed in Scratch?

Key concepts : backdrop , sprites, scripts
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Should e-voting system code be open/visible to the 
public?

Here is the code 
for election set-up



Semaine Transverse Domaine Informatique - CSC**** Dr J Paul Gibson

E-voting : A simple problem (TP)

30

TO DO:
can you 

understand 
the button 

(YES) code?
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Much of the code in e-voting systems has been found to 
contain ‘bugs’

https://en.wikipedia.org/wiki/Grace_Hopper



Semaine Transverse Domaine Informatique - CSC**** Dr J Paul Gibson

E-voting : A simple problem (TP)

32

Much of the code in e-voting systems has been found to 
contain ‘bugs’

When these are found, it may be :

1.acceptable human error
2.incompetency
3.fraud/corruption

QUESTION: How would you judge between these?

QUESTION: Who is responsible for making sure that the  
e-voting systems are bug-free?
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TO DO:  Examine the 3 other voting machines, and find the ‘bugs’ 
in each of them. They make minor modifications to the first 
machine that we have tested/analysed. They are based on bugs 
that have been found in real/deployed voting systems.

QUESTION:

for each machine bug do you judge it most likely to be caused by:

1.acceptable human error, or
2.incompetency, or
3.fraud/corruption , or …. ?


