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Introduction

I Path planning algorithm for drone swarms
I None of the drones knows the path and final destination
I Collectively determine and uncover step-by-step the path and

final destination
I Resolve a localization problem at each step

I Geocaching inspired
I Collectively hide and seek objects while at the same time

navigating a waypoint trajectory

I Shared-information and is fault-tolerant
I Correctly navigate provided that the number of faulty drones is

less than n−d
2 , where n is number of drones and d is the

dimension (d = 2, 3)
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Shared-information Path Planning - Localization Problem

Figure: In Euclidean space with origin O, the point Q is on the
intersection of the line of action of vector ~v , i.e., L(~c , ~v) & perimeter of
the circle S
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Shared-information Path Planning - Representing
Waypoints

Figure: Given points Q,Q ′ a unique circle can be determined. It is
formed by the new positions of the drones (depicted as squares) in such a
way that the point Q ′ lies on its perimeter.
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Shared-information Path Planning - Representing Paths

Figure: A path consisting of four hops, as traversed by the drones. The
drones start from point Q0. In each instance, they use a direction vector
~v to compute an intermediate destination point Qi on the perimeter of a
circle. They determine their new positions and again compute the next
intermediate destination using the next destination vector. This is
repeated until the final destination point Q is reached.
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Fault Tolerance and Resilience to Attacks

Figure: An arrangement of n = 8 drones with f = 3 faulty. Black dots
represent reliable drones and black squares faulty drones.
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Fault Tolerance and Resilience to Attacks

Figure: An arrangement of n = 11 drones with f = 3 faulty. Black dots
represent reliable drones and black squares unreliable drones.
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Simulations & Early Results
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Simulation Scenarios
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Figure: Simulation scenario. (a) depicts a swarm of n drones, starting at
point A and cooperating to reach point B, after visiting k intermediate
waypoints (i.e., Q0,Q1,Q2, . . . ,Qk). (b) depicts a series of zombie
drones (under the control of the remote adversary) & captured drones
(disrupted by GPS jamming & spoofing attacks perpetrated by the
zombie drones). Both victim types in (b) fail at reaching the
waypoints of the path & get lost forever. Only a few survivor drones
from the original swarm succeed at reaching the final destination.
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Simulation Scenarios [zoom 1/2]
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Simulation Scenarios [zoom 2/2]

A

Q0

Q1

Q2

Qk

B

attack 

attack 

attack

...

(b) Defense strategy (under GPS jamming and spoofing attacks)
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Real World GPS Spoofing1
[1/2]

[http://www.dailymail.co.uk, Dec 2011]:

• US drone lost over Iranian airspace

• Drone shown on Iranian TV (intact?)

• Iranian engineers claimed GPS spoofing 

to trick the drone into landing in Iran

• http://dailym.ai/2GD0wiO

[Inside GNSS, http://j.mp/IGNSSJul13]:

• Research team from Texas University successfully 
spoofed a ship's GPS-based navigation system sending 
the 213-foot yacht hundreds of yards off course

• The ship actually turned while the chart display & the 
crew saw only a straight line

1[Shepard et al. 2012] Evaluation of Civilian UAV Vulnerability to GPS Spoofing
Attacks. ION GNSS Conference Nashville, TN, September 1921, 2012
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Real World GPS Spoofing [2/2]

[Shepard et al. 2012]

Figure: Texas University Civilian GPS spoofing testbed. Spoofing involves
broadcasting realistic, though inaccurate, GPS signals (e.g., start out
sending valid signals in synch with real signals, gradually up the bogus
signals strength while altering the location data).
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OMNeT++ Simulation Testbed [1/3]

Figure: Sample visualization captures of our ongoing simulation testbed
using OMNeT++, OS3 and GNSSim [Javaid et al. 2017]. Some
additional information available at http://j.mp/gnssimuav.
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OMNeT++ Simulation Testbed [2/3]

https://github.com/ayjavaid/OMNET_OS3_UAVSim [Javaid et al. 2017]

Effect of discrepancy. (a,b) Linear path. (c,d) Circular paths.

frequency range will occur if we are trying to jam a
broader frequency range and, thus, lessen packet loss for
those frequencies. For a GPS jamming attack, we used
10UAV hosts roaming on the map in an area of
1080 3 2160m2. Attack hosts roam in the area as well,
transmitting noise signals without any knowledge of
UAVs in that area. This specific scenario makes it more
real. We varied the number of attack hosts from 0 to 20 to
check the behavior of the network. Finally, average per-
centage packet loss was calculated for these 10 hosts for
each case. The plotted result is shown in Figure 2. As
expected, the loss increases with increasing number of
attack hosts. Some of the lower losses may represent the
unknown movement of the UAVs and attack hosts in cer-
tain areas.

4.2. GPS spoofing

Simulation results related to GPS spoofing are presented
in this section. This section presents resultant effects of a
GPS spoofing attack on an UAV when the vehicle was
moving in a linear path. We used a single UAV and a sin-
gle attack host to launch the attack. Four cases have been

evaluated, based on the parameters in which the discre-
pancy was introduced. As mentioned before, we have sat-
ellite ID, x, y, and distance values in each GPS packet.
Three cases of discrepancy are involved in each one of
them (except satellite ID), while case IV analyzes discre-
pancy in all three parameters.

4.3.1 Case I: discrepancy in the X-direction. In this case, we
vary the X-value and keep the discrepancy increasing,
using the following expression:

x= x+ 0:0053 sð Þ

where s is initialized as 0 and incremented by 1 in each
new packet generated. Figure 3 shows the results of this
experiment. As seen in the figure, the original southwes-
terly direction of the UAV is quite different from the
spoofed westerly direction. This shows an increase in cal-
culated Y-values and a decrease in calculated X-values.

4.3.2 Case II: discrepancy in the Y-direction. In this case, we
vary the Y-value and keep the discrepancy increasing using
following the expression:

y= y+ 0:0053 sð Þ

where s is initialized as 0 and incremented by 1 in each
new packet generated. Figure 4 shows the result of this
experiment. As seen in the figure, the (almost) west direc-
tion of the UAV is the actual path, while spoofed GPS
makes the UAV think that it is going in the northwest
direction. This shows a huge decrease in Y-values and a
very minimal impact on X-values, comparatively. Clearly,

Figure 2. Average packet loss percentage of Global Positioning
System data with respect to the increasing number of attack
hosts for 10 unmanned aerial vehicle hosts.

Table 2. Default host parameters.

Parameter Value

Mobility type Linear mobility
Transmitter power 10W
Speed 250 km/h (0.0037m/s in simulation)
Burst duration 10 s
Sleep duration 0 s
Position update interval 1 s

Effect of discrepancy introduction in X-values of the
spoofed Global Positioning System packet on the linear path of
the unmanned aerial vehicle.
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this angle of variation will increase if we increase the dis-
crepancy factor of 0.005.

4.3.3 Case III: discrepancy in the X- and Y-directions. In this
case, we vary the Y-value and keep the discrepancy
increasing using the similar expressions of Cases I and II.
Figure 5 shows the result of this experiment. As seen in
the figure, the UAV thinks that it is moving almost reverse
to its actual direction. This shows that both X- and Y-val-
ues are now increasing very rapidly.

4.3.4 Case IV: discrepancy in the X- and Y-directions and
distance. In this case, a similar expression is used to intro-
duce a discrepancy in all three variables of x, y, and the
distance. Figure 6 shows the result of this experiment.
Such discrepancy introduction shows that the spoofed path
is similar to the one obtained when the discrepancy was
introduced only in the Y-values. This indicates that discre-
pancy in distance values negates the effect of discrepancy
in the X-values.

4.3.5 Effect of GPS spoofing on the circular path. In the sec-
ond set of experiments, the GPS spoofing attack was car-
ried out on a host moving in a circular path. Its initial
position can be anywhere on the circular path with a center
and a radius. We randomly selected a radius of 1m, with
the center at (561m, 432m) on the map. The starting posi-
tion was selected randomly to introduce randomness of the
UAV position and see if the results were location indepen-
dent. The attack host also moves in a circular path, with
its starting position on a circular path of radius 2m and
center (565m, 435m). The attacks were designed consid-
ering different data broadcast from the attack host. Five
cases, the different from linear path scenarios, were ana-
lyzed for this particular scenario. These are discussed
below.

4.3.5.1 Case I: discrepancy in the X-direction. In this case,
a discrepancy s is added to the X-values with a factor of
0.005 using the expression x= x+ (0.005 3 s), where s is
initialized as 10 and incremented by 1 as each new packet
is generated. Figure 7 shows the obtained result for this
experiment. It is clear that there was a minor deviation of

Effect of discrepancy introduction in the Y-values of
the spoofed Global Positioning System packet on the linear path
of the unmanned aerial vehicle.

Figure 5. Effect of discrepancy introduction in both X- and
Y-values of the spoofed Global Positioning System packet on the
linear path of the unmanned aerial vehicle.

Effect of discrepancy introduction in distance as well
as the X- and Y-values of the spoofed Global Positioning System
packet on the linear path of the unmanned aerial vehicle.
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(a) Spoofed X-values (b) Spoofed Y-values

the host from its original circular path, and the host tra-
verses almost the same original path.

4.3.5.2 Case II: higher discrepancy in the X-direction. Since
increasing the discrepancy factor little by little was not
resulting in tangible changes, we increased the discrepancy
factor in the X-values by three times to 0.015 while keep-
ing the Y- and distance values the same for this case.
Similar to the case I, s was initialized as 10 and incremen-
ted by 1 as each new packet is generated. Figure 8 shows
the results obtained for this case. As shown, the spoofed

path is quite different from the original path and becomes
linear starting from the initial starting point in the opposite
direction.

4.3.5.3 Case III: positive discrepancy in the X- and
Y-directions. In this case, we introduce positive discrepancy
in both X- and Y-values using a similar expression as for
Case I. The obtained results for this case are plotted in
Figure 9. As the figure indicates, the host is moving out-
ward in a helical path with varying pitch, while believing
that it is moving in a circular path. It should be noted that
the variation is mostly increasing Y-values and thus results
in a helical path.

4.3.5.4 Case IV: negative discrepancy in the X- and
Y-directions. This case involves negative discrepancy intro-
duction in both X-and Y-values using a similar expression
as in Case I. The related results are shown in Figure 10,
which clearly shows that the host followed the original
path approximately and then moved outward following a
modified helical path. It should be noted that such a dis-
crepancy results in large negative variations in both X- and
Y-values.

4.3.5.5 Case V: positive discrepancy in the X-direction and
negative discrepancy in the Y-direction. In this case, the dis-
crepancy was added to the X-values and subtracted from
the Y-values. Figure 11 shows the results obtained for this
case. It can be seen that the host follows an inward helical
path moving away from its original position. It is clear
from the graph that this kind of discrepancy leads to lower
positive variation in the Y-values but higher or almost

Figure 7. Effect of low discrepancy introduction in the
X-values of the spoofed Global Positioning System packet on the
circular path.

Figure 8. Effect of higher discrepancy introduction in the
X-values of the spoofed Global Positioning System packet on the
circular path.

Figure 9. Effect of +ve discrepancy introduction in both the X-
and Y-values of the spoofed Global Positioning System packet on
the circular path.
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double positive variation in the X-values. This type of var-
iation resulted in the obtained helical path.

4.3. Analysis

Through all these attack implementations, various results
were obtained, and valuable insights were gained. Some of
them are listed here.

! Regarding GPS jamming attacks, the results were
quite expected and variable and quite similar to real

world jamming scenarios. As the number of attack
hosts was increased, average GPS packet loss
increased and reached up to 90%, which indicates
successful jamming. Clearly, the UAV may go out
of range of other UAVs, which would render the
UAV unable to communicate with other UAVs.

! When discrepancy was introduced in only the X-
values, it was noticed that different motion paths
have different variations, which implies that the
variations could not be generalized.

! Discrepancy factor variation results in variation of
the spoofed path as well. In the case of a circular
path, this increase led to a spoofed linear path com-
pared to a spoofed circular path when the factor
was lower. Thus, low discrepancy factors would be
hard to detect and can make an UAV lock on it as
a real satellite then increase the factor to cause path
deviation.

! In general, it was noticed that variations in the Y-
values result in worse effects. In the case of the
original linear path, the resultant deviations were
huge, while in the case of the original circular
path,Y-value discrepancies caused a resultant heli-
cal path, which could confuse the UAV and a cor-
rection made to correct its path may lead to a crash.

! In general, the spoofed paths are similar to the orig-
inal paths regarding the class of curve, that is,
spoofed paths for the original linear paths were lin-
ear, while for circular paths, they were curved
paths. This would result in tougher detection of dis-
crepancy or path deviation if the discrepancy factor
is quite low.

5. Global Positioning System spoofing
detection and mitigation

The most stringent requirement of the implementation of
GPS in UAVs is the level of integrity of the position cal-
culation and its impact on safety. Receiver Autonomous
Integrity Monitoring (RAIM) can be defined as an algo-
rithm that determines the integrity of the GNSS solution.
The RAIM algorithm compares the pseudo-range measure-
ments among themselves to ensure that they are all consis-
tent.34 The basic flow of any RAIM algorithm would be to
apply a fault detection mechanism on a computed set of
navigation solution, isolate faulty satellites and provide
mitigation-level computation so that availability is main-
tained. Since 3D position calculation requires data from
four satellites, four visible satellites are not enough to pro-
vide integrity. If five visible satellites are chosen, and an
anomaly is detected, then the position calculation from
that satellite is discarded. The remaining four satellites are
again not enough to compute the solution with different
measurements and confirm that the solution is indeed

Figure 10. Effect of –ve discrepancy introduction in both the
X- and Y-values of the spoofed Global Positioning System packet
on the circular path.

Figure 11. Effect of +ve discrepancy introduction in the
X-values and − ve discrepancy in the Y-values of the spoofed
Global Positioning System packet on the circular path.
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(c,d) Spoofed X- & Y-values
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OMNeT++ Simulation Testbed [3/3]

Parameter Value
Mobility type of satellites SarSGP4Mobility

Mobility type of drones PathPlanningMobility

Transmitter power 500 watts

Packet interval 0.5 seconds

Burst duration 10 seconds

Sleep duration 0 seconds

Position update interval 1 second

GPS Jamming attack range 100 km

GPS Spoofing attack range 100 km

Drone communication range 80 km

Figure: Parameters used in our simulations. Further details, available at
the companion Website, see http://j.mp/gnssimuav
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Simulation scenario and early results
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Figure: Number of zombies per attack follow a Poisson distribution (λ1),
as well as number of victims per zombie (λ2). Mission succeeds if, at
least, one drone reaches the final destination. Success rate grows
consistently with the number of drones (i.e., more collective work);
while greater values for the parameters λ1 and λ2 translate in higher
impact of the attack & less chances of mission success.
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Conclusion

I Vulnerability to GPS spoofing attacks must be handled
with alternative solutions & robust localization techniques

I Collective work to determine & uncover path steps using
secret sharing leads to fault-tolerant navigation systems

I Further work includes visual odometry (e.g., use of
downward facing cameras and inertial sensors, to identify and
follow visual landmarks)
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Thank you. Questions?
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