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Abstract. The EPC Gen2 is an international standard that proposes the use of
Radio Frequency Identification (RFID) in the supply chain. It is designed to bal-
ance cost and functionality. The development of Gen2 tags faces, in fact, several
challenging constraints such as cost, compatibility regulations, power consump-
tion, and performance requirements. As a consequence, security on board of Gen2
tags is often minimal. It is, indeed, mainly based on the use of on board pseudo-
randomness. This pseudorandomness is used to blind the communication between
readers and tags; and to acknowledge the proper execution of password-protected
operations. Gen2 manufacturers are often reluctant to show the design of their
pseudorandom generators. Security through obscurity has always been ineffec-
tive. Some open designs have also been proposed. Most of them fail, however, to
prove their correctness. We analyze a recent proposal presented in the literature
and demonstrate that it is, in fact, insecure. We propose an alternative mechanism
that fits the Gen2 constraints and satisfies the security requirements.

1 Introduction

The EPC Gen2 is an international standard that proposes the use of Radio Frequency
Identification (RFID) in the supply chain. It is designed to balance cost and function-
ality. The development of Gen2 tags faces, in fact, several challenging constraints such
as cost, compatibility regulations, power consumption, and performance requirements.
As a consequence, the computational capabilities of Gen2 tags are very simple. In this
sense, the Gen2 specification only considers two basic on board security features: pseu-
dorandom number generators (PRNGs) and password-protected operations. The pseu-
dorandomness offered by on board PRNGs is, indeed, used to protect the password-
protected operations. PRNGs are also used as an anti-collision mechanism for invento-
rying processes [4]; and to acknowledge other Gen2 specific operations (e.g., memory
writing, decommission of tags, and self-destruction). PRNGs are, therefore, the crucial
components that guarantee Gen2 security.
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Commercial developments of the Gen2 standard are often reluctant to present the
design of their PRNGs. Manufacturers simply refer to testbeds that show the accom-
plishment of some expected requirements, most of them for compatibility purposes.
They fail to offer convincing information about the PRNGs designs [15]. This is mostly
security through obscurity, which is always ineffective in security engineering. Vulner-
able designs appeared in recent commercial RFID technologies, such as the vulnerable
PRNGs used by the cryptosystem of the MIFARE Classic chip [5], confirm this prin-
ciple. Cryptographic suitable PRNGs designs must, moreover, satisfy unpredictability
characteristics. For example, an external adversary who eavesdrops the communication
cannot compute the PRNG internal state, even if many outputs of the generator have
been observed. The adversary cannot either compute the next sequence, even if many
other previous sequences have been observed. If the adversary can observe, or even ma-
nipulate, the input samples that are fed by a PRNG, but its internal state is not known,
the adversary must not be able to compute the next sequence or the next internal state
of the PRNG. Finally, if the adversary has somehow learned the internal state of the
PRNG, but the input samples that are fed in cannot be observed, then the adversary
should not figure out the internal state of the PRNG after the re-keying operation. Most
of these characteristics are, in fact, required by the EPC Gen2 specification [4].

PRNGs designs for highly resource-constrained devices (e.g, Gen2 RFID tags) ex-
ist in the literature (e.g., [11, 10, 1, 14, 2]). Some of them fail, however, to proof their
correctness. We analyze in this paper the approach presented in [2], in which Che et
al. propose the use of linear feedback shift registers (LFSRs) fed by an oscillator-based
physical device that transforms thermal noise into true random sequences of bits. The
authors claim that this approach leads to the construction of cost-effective PRNGs for
RFID devices. For example, a Gen2 compatible PRNG can be implemented by using a
16-bit LFSR that is modified on every interrogation by XORing some of the LFSR cells
with the random bits of the oscillator-based device. We demonstrate, however, that their
approach leads to insecure implementations. We proof that the scheme does not succeed
in handling the linearity of LFSRs. We show how an eavesdropper may obtain the feed-
back polynomial of the LFSR by using very few observations. We propose, moreover,
an alternative solution that highly improves the security of the analyzed scheme. Our
improvement fits, moreover, the resource constraints of Gen2 devices.

Paper Organization — Section 2 describes the suitability of using LFSRs for the gen-
eration of pseudorandom sequences and analyzes the Che et al. scheme. Section 3 de-
scribes an attack to the scheme. Section 4 introduces an alternative solution. Section 5
surveys some related works.

2 LFSR-based Pseudorandom Number Generators

A linear feedback shift register (LFSR) is a digital circuit that contains a shift register
and a feedback function. The shift register is composed of a sequence of binary cells
that share the same clock signal. Each time a bit is needed, the content of the register is
shifted one cell, obtaining the most significant bit of the register in the previous state.
The feedback function computes a new bit using some bits of the register, obtaining the
less significant bit to be filled in the new state of the register. The feedback function of
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an LFSR is basically an exclusive or logical operation (XOR, denoted as ⊕ hereinafter)
of some cells content, named taps. The period (quantity of different possible states) of
an LFSR with n cells is up to (2n − 1) when taps configuration follows a primitive-
polynomial function, with optimum statistical properties, such as:

C(x) = 1 + c1x
1 + c2x

2 + · · · + cnxn (1)

The LFSR can then be determined by this polynomial function. In turn, the sequences
of the LFSR can be determined by the polynomial function of the LFSR and the initial
state of the register cells (often referred as seed).

LFSRs are the most common type of shift registers used in cryptography. They
lead to efficient and simple hardware implementations. They have, however, important
drawbacks that must be handled. First, the sequences of an LFSR are predictable [9, 3].
For example, let sk+1, sk+2, · · · , sk+2n be a sequence of 2n consecutive bits generated
from an LFSR. Let cn, cn−1, · · · , c1 be the feedback function of the LFSR. Then, the
feedback function can be easily computed by solving the following equation system:

sk+1 sk+2 · · · sk+n

sk+2 sk+3 · · · sk+n+1

...
...

. . .
...

sk+n sk+n+1 · · · sk+2n−1




cn

cn−1

...
c1

 =


sk+n+1

sk+n+2

...
sk+2n

 (2)

By solving Equation (2) we obtain the feedback polynomial coefficients. Therefore,
a n-bit (cells) LFSR with period 2n − 1 can be determined with only 2n values. This
linearity must be handled before using LFSRs to build pseudorandom number gener-
ators (PRNGs). There are several solutions in the literature to decrease the degree of
linearity of LFSR-based PRNGs. The use of non-linear filtering and the combination
of multiple LFSRs are appropriate examples. Another way of decreasing the linearity
degree of LSFR-based PRNGs is the addition of true random bits to the feedback func-
tion. This is in fact the strategy proposed by Che et al. in [2] for the construction of a
cost-effective PRNG for RFID devices. We analyze their proposal in the sequel.

2.1 Che et al. Scheme Brief Description

The combination of true random numbers (trn) and PRNG techniques are used when
trn generation throughput is not enough to cover the stream generation requirement.
The trn is therefore used for replacing some parts of the PRNG stream or as a seed
for PRNG initialization. Although trn addition can also be applied to LFSRs in PRNG,
there are not many references regarding this technique in the literature. This is because
trn addition to PRNG communication model cannot be applied to a traditional commu-
nication scheme where sender and receiver share k as a key for the PRNG one-time
pad transmission/reception, because of the uncertainty of the trn. On the other hand, trn
addition to PRNG is of a great interest for RFID communications where good PRNG
are needed for secured communications. Specially in the EPC Gen2 technology, where
the usage scenario does not allow the key sharing [4].

Che et al. present in [2] a new PRNG for application in RFID tags, improving the
poor randomness from the basic PRNGs. This mechanism relies on an oscillator-based
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Truly RNG (TRNG), and exploits the thermal noise of two resistors to modulate the
edge of a sampling clock. Authors state the final system prevents potential attackers
to perform any effective prediction about the generated sequence (even if the design is
known) thanks to the white noise based cryptographic key generation.

sn O
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t

TRNG

c1

sn-1

c2

... ... ... s2 s1

 cn-1 cn

Fig. 1. PRNG scheme based on the Che et al. specifications.

After describing its TRNG oscillator-based core, the authors focus on design con-
siderations specially regarding power consumption and output data rates trade-offs.
Knowing the fact that the higher the frequency oscillation of the system, the higher the
current (thus also power) consumption, the authors look for system level optimization
in order to reduce the power consumption due to the low-power restrictions of RFID.

The optimization proposed by Che et al. relies on the combination of the TRNG and
a linear feedback shift register (LFSR) (cf. Figure 1). Adding an LFSR to the TRNG
lets the system reduce the clock frequency proportionally to the number of cells of
the LFSR. Specifically, exploiting the initial state of a 16-bit LFSR combined with the
addition of the generated truly random number (trn) for each cycle ring, allows the
system to decrease the clock frequency with a 1

16 factor.
According to the authors, the addition of only a truly random bit in the cycle ring

as a random number seed, the LFSR output sequence will be unpredictable and irrepro-
ducible, just like a TRNG. We show in the sequel that this claim is false.

2.2 Predictability of the Scheme

We have detailed above that the main vulnerability of a PRNG based on a linear feed-
back register comes from its easy predictability due to its linearity properties. We will
show that the randomness introduced in the Che et al. scheme is not enough to mask
the linearity of the scheme.

Following the Che et al. scheme (cf. Figure 1) the pseudorandom sequence is pro-
duced by an LFSR XORed in its first cell with a truly random bit (generated in the
oscillator) for each register cycle in order to be unpredictable and irreproducible [2].
The pseudorandom output sequence for an n cell LFSR can be represented as:

sk+1 ⊕ trn1, sk+2 ⊕ trn1, sk+3 ⊕ trn1, . . . sk+n ⊕ trn1,

sk+n+1 ⊕ trn2, . . . sk+2n ⊕ trn2, sk+2n+1 ⊕ . . .
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Since the LFSR seed is modified with the trni bit, the LFSR output will also be
modified regarding the trn values. If we assume that the trni bits are generated by a
true random generator, then the probability that trni = 0 or trni = 1 is equal to p = 1

2 .
Then, since the trni value is only XORed for each cycle, when two consecutive 0’s are
generated by the true random generator, trni = trni+1 = 0, then the 2n bits output
stream of the system will be exactly the same of the one produced by the LFSR. This
situation can represent a threat for the unpredictability of the system, since these 2n
values can be used to obtain the feedback polynomial of the LFSR.

3 Proposed Attack

Based on the vulnerability sketched in the previous section, we present a detailed attack
on the Che et al. scheme. Our scenario is composed by a Che et al. system that produces
pseudorandom bits. Only a part of the pseudorandom output sequence, denoted by sa,
is known to the attacker. The attack will succeed if the attacker can provide the LFSR
feedback polynomial. From now on, we denote by |sa| the length of sa.

To generalize the attack, we also assume that the attacker cannot determine the first
bit of the sequence, that means he has no information if a given sa sequence, with
|sa| = 2n, has been affected by exactly two trn values (that means the attacker finds
two exact LFSR periods) or the sequence has been modified by three trn values.

With these constrains, given a sequence, sa with |sa| = 2n, the probability that sa

has been affected by exactly two trn is 1
n . Furthermore, the probability that the two trn

used in that sequence are exactly zeros is 1
4 . Then, given |sa| = 2n from a Che et al.

output sequence if we analyze the system as described in Section 2 we will obtain the
correct feedback polynomial with probability 1

4n . However, in this situation, the attack
itself cannot verify the correctness of the resulting polynomial.

Now, assume that |sa| = 3n − 1. If the sequence is divided into n subsequences of
length 2n, we can ensure that one of these subsequences has been affected by exactly
two trn. The remainder n−1 subsequences, have been affected by three trn. However,
notice that if the three trn are zeros, the n vectors of length 2n will give the same
feedback polynomial. The probability of such event is 1

8 . Then, Equation 3 provides the
probability of success of an attack that analyzes a sequence with |sa| = 3n − 1:

Psuccess(3n − 1) =
1
4

(
1
n

)
+

1
8

(
n − 1

n

)
=

n + 1
8n

(3)

Furthermore, in this case where |sa| = 3n − 1 the attack is self-verified since all n
vectors will produce the same feedback polynomial, and then, the attacker will be sure
to have obtained the correct polynomial.

Notice that 3n − 1 is the smaller sequence that produces a self verified attack in
the sense that n identical feedback vectors are found, providing three consecutive zeros
in the true random sequence. Obviously, the probability of success increases with |sa|
since increasing the |sa| implies that more trn bits affect the sequence and then the
probability of finding three consecutive zeros also increases.

Figure 2 shows the probability of success of an attack with sa length for a particular
system with an LFSR of length n = 16, like in the Che et al. scheme [2] and the EPC
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Gen2 specifications. Notice that only 160 bits (10n) are enough to perform a successful
attack with probability higher than 50%, and 464 bits (29n) implies more than a 90%
of success probability.
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Fig. 2. Reliability on the Che et al. attack regarding |sa|.

3.1 Attack Implementation

The proposed attack defined above has been implemented to support the theoretical
analisys with practical results.

The Che et al. scheme has been implemented by strictly following the specifications
stated in [2]. The code has several configurable parameters, such as the size of the
LFSR, the feedback polynomial, and the seed values. The sequences of true random
bits are obtained from [6]. Algorithm 1 provides the pseudocode of the attack.

Ten different test sequences of 341 MB, Ti, have been generated with different seed
and true random bit sequences. Several experiments have been performed over each
generated sequence Ti. Two different analysis have been done. The first one validates
that the probability of finding the feedback polynomial matches the one described in

Algorithm 1 Attack to the Che et al. Model.
1: count← 0; // Initialize counter
2: // Initialize index i at a random position
3: // data set stores 2n − 1 bits of data
4: While count < size(LFSR) do
5: take vector[i .. 2n + i] from data set;
6: compute polynom from vector; // cf. Equation 2
7: If (polynomprev. = polynom) then
8: count← count + 1;
9: Else

10: count← 0;
11: i← i + 1;
12: polynomprev. ← polynom;
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Equation 3. In this case, the algorithm takes |sa| = 3n − 1 bits from Ti starting at a
random position and tries to attack the system by finding n equal feedback polynomials.
The operation is repeated one thousand times for each test sequence Ti. Attack success
rates are reported in Table 1. Notice that they are close to the theoretic value (n+1)

8n with
n = 16 ≈ 0, 1328.

The second analysis provides the number of bits that has been needed to achieve a
successful attack. Ten different attacks have been performed for every Ti data sequence
taking the first bit of sa at random. Results presented in Table 2 show the number of bits
for a successful attack in the worst case, that is the attack that needs a major number
of bits. Notice that, although taking the worst case, the number of bits is significantly
lower than the whole period 216 − 1.

Sequence T1 T2 T3 T4 T5 T6 T7 T8 T9 T10

% of attack success 0.1320 0.1370 0.1310 0.1260 0.1390 0.1370 0.1290 0.1370 0.1380 0.1280

Table 1. Attack success rate for |sa| = 3n− 1.

Sequence T1 T2 T3 T4 T5 T6 T7 T8 T9 T10

|sa| 238 254 254 190 510 158 254 286 238 222

Table 2. Value of |sa| for a successful attack in the worst case after 10 tests.

4 Proposed PRNG Scheme

We present a new PRNG scheme based also on the use of a LFSR, and perturbed by
true random data. Our proposal successfully handles the vulnerabilities found in the
Che et al. scheme [2]. We show, moreover, that our proposal is compatible with the
requirements defined by EPCglobal for designing Gen2 compliant PRNGs [4].

4.1 System Description

Similarly to the Che et al. scheme, our proposal relies on a linear feedback shift reg-
isters LFSR core perturbed by a true random number (trn) source. We keep the LFSR
core for different reasons. On the one hand, LFSR schemes are very fast and efficient
in hardware implementations as well as simple in terms of computational requirements.
This makes the use of LFSRs an ideal system for both energy and computational con-
strained environments. On the other hand, an LFSR follows the same hardware scheme
than cyclic redundancy check (CRC) functions. These functions are included in the EPC
Gen2 standard. Therefore, current EPC Gen2 tags including CRC are able of executing
LFSR-based functions in the same hardware.

Different proposals exist to derive true random sequences of bits from the hardware
of an RFID tag. Some examples of on-tag trn acquisition are, for instance, taking ad-
vantage of thermal noise, high frequency sampling or fingerprint data in circuits. Some
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commercial tags include, moreover, some extra functionalities (e.g., received signal
strength indicator, RSSI [13]) that can be useful for trn addition techniques.

Similarities of our scheme with the one of Che et al. end here. In our proposal,
randomness is used in a different way in order to truly mask the linearity of the LFSR.
We have seen in the Che et al. scheme that using true random data to modify the output
of the LFSR is not enough to break the predictability of the LFSR. We take a different
approach and we use the trn bits to modify the characteristic polynomial of the LFSR
rather than the LFSR output. A first idea is to replace the static feedback polynomial

C(x) = 1 + c1x
1 + c2x

2 + · · · + cnxn

with a dynamic one, that depends on the true random data

C(x) = 1 + (trnj)x1 + (trnj+1)x2 + · · · + (trnj+n)xn−1 + xn

where only the most significant cell is always switched on to set the function degree to
n. However, such an approach does not produce a good pseudorandomness output se-
quence since not all feedback polynomials randomly generated are primitive. Feedback
polynomials of an LFSR must be primitive to guarantee good pseudorandom properties.
Using primitive polynomials as feedback polynomials must, therefore, be enforced.

Taking different primitive polynomials as the feedback polynomial of an LFSR has
already been used in non-security related scenarios. In [8, 17], for instance, the authors
call this technique Multiple-Polynomial (MP) LFSRs. They apply this technique for
Built-In Self Tests (BIST) operations. These operations are intended for testing chip de-
signs, generating test vectors and evaluating test responses. The multiple-polynomial
characteristic means several polynomial configurations are applied to the LFSR, de-
pending on an input parameter. These schemes must guarantee complete fault coverage
tests while minimizing test application time, test overhead and data storage [17].

Following these ideas, we build up our PRNG design using an LFSR that is en-
hanced by a multiple feedback polynomial. Instead of a fixed feedback polynomial, the
LFSR uses 2m different feedback primitive polynomials. A decoding logic unit pro-
vides, at every LFSR cycle, one of the 2m primitive polynomials as a feedback poly-
nomial. The selection of each primitive polynomial for every cycle is performed by the
true random data source. We present in the sequel the implementation details of our pro-
posal. We discuss the exact parametrization of the system and provide some practical
results.

4.2 Implementation Details

We fix the length of the LFSR to n = 16. This value offers EPC Gen2 tag compatibility
and allows a better comparison with the proposal of Che et al. The total number of
different feedback polynomials is set to eight (i.e., indexed by three trn bits). This value
gives an appropriate trade off between computational and system complexity. Although
an increase of the number of feedback polynomials leads to a higher number of different
primitive polynomials, it also increases the amount and complexity of logial gates on-
board of the tag. It is assumed that the price of a given circuit increases by one cent for
each extra one thousand gates [12].
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Primitive polynomials

x16+ x15 + x10 + x9 + x8 + x6 + 1

x16+ x15 + x14 + x12 + x10 + x9 + 1

x16+ x15 + x14 + x10 + x9 + x8 + 1

x16+ x15 + x9 + x6 + 1

x16+ x15 + x9 + x4 + 1

x16+ x15 + x12 + x9 + x6 + x4 + 1

x16+ x15 + x14 + x12 + x9 + x8 + 1

x16+ x15 + x14 + x12 + x9 + x4 + 1

Table 3. Feedback polynomials used in our scheme.
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Fig. 3. Gen2 compliant PRNG proposal.

The selected polynomials, included in Table 3, are primitive polynomials of degree
16 with the highest number of common elements. From 2,048 possible primitive poly-
nomials, the selected ones have ten common elements and six different ones. With this
special selection only six bits are needed to encode all of them. To avoid two consec-
utive selections of the same feedback polynomial, what would turn into a prediction
vulnerability, a simple rotation is applied to the decoding logic unit for the polynomial
selection. Regarding this polynomial selection, Figure 3 shows our proposed system
with polynomial tap configurations.
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4.3 Suitability to the EPC Gen2 Standard

The proposed PRNG system has been implemented in a software simulation in order to
check its suitability as a PRNG for EPC Class1 Gen2 standard [4]. The pseudorandom
datasets have been obtained from our PRNG using the same initial parameters (seed
and trn source) than the ones used in Section 3.1. We generated above 3.3 Gb of data,
divided in ten test sequences Ti. This amount of data represents 1.5 hours of constant
16-bit numbers transmission, assuming a bit rate of 640 kbps (as it is specified by the
EPC Gen2 standard).

Statistical behaviour — The EPC specification defines three statistical properties that
PRNGs on board of Gen2 tags must satisfy:

1. Probability of a single sequence — The probability that any random sequence
drawn from the PRNG has value j, for any j, shall be bounded by:

0.8
216

< P (j) <
1.25
216

(4)

2. Probability of simultaneously identical sequences — For a tag population of up
to ten thousand tags, the probability that any of two or more tags simultaneously
generate the same sequence of bits shall be less than 0.1%, regardless of when the
tags are energized.

3. Probability of predicting a sequence — A given sequence drawn from the PRNG
10 ms after the end of the transmission shall not be predictable with a probability
greater than 0.025% if the outcomes of prior draws from PRNG, performed under
identical conditions, are known.

Regarding the first property, tests over the generated data checked the occurrence
of each 16-bit values. The obtained values for the ten test sequences, included in Table
4, show that after almost 200 million of sequences were analyzed, the probability of
occurrence of a 16-bit value lies between 0,90

216 and 1,09
216 . Then, our proposed PRNG

fulfills the first specification of the EPC Gen2 standard.
The second property for building Gen2 compliant PRNGs enforces that two simul-

taneous identical sequences must not appear with more that 0.1% for a population up to
ten thousand tags. To test this property, ten thousand PRNGs have been initialized with
random data in order to simulate a real population of 10,000 tags. The correlation of the
ten thousand obtained sequences has been performed. Due to the true random data that
uses the proposed system, none of the different systems generate the same sequence.

The third property is related to the probability of prediction, stating that a 16-bit
pseudorandom number shall not be predictable with a probability greater than 0.025%,
if the outcomes of prior draws from PRNG performed under identical conditions are
known. Since our scheme uses a trn input to generate the output sequence, predictabil-
ity becomes very difficult. To prove further, a serial correlation test has been performed.
This test computes the degree of dependence of a n bit output from the previous one.
Results, shown in Table 5, are very close to zero which determines good pseudoran-
domness.
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Sequence T1 T2 T3 T4 T5 T6 T7 T8 T9 T10

Lowest p

216
0.9246 0.9199 0.9082 0.9169 0.9151 0.9217 0.9195 0.9191 0.9184 0.9246

Highest p

216
1.0792 1.0821 1.0850 1.0781 1.0839 1.0832 1.0861 1.0799 1.0869 1.0811

Table 4. Successful fulfillment of our proposal to the first requirement of the EPC Gen2 standard.

Sequence T1 T2 T3 T4 T5

Correlation -0.000046 -0.000005 -0.000038 -0.000023 0.000036

Sequence T6 T7 T8 T9 T10

Correlation -0.000036 0.000000 0.000025 -0.000055 -0.000089

Table 5. Successful fulfillment of our proposal to the third requirement of the EPC Gen2 standard.

Hardware constrains — Once we have checked the PRNG proposal suitability to
Gen2 in terms of statistical behavior, we analyze now some hardware related issues.
Specifically, pseudorandom generators for the EPC Gen2 standard are expected to be
implemented with a small amount of equivalent logic gates, defined in the literature
between 2,000 and 5,000 [16]. The available time for a label operation in real-time is
also of major importance. This value will condition the PRNG complexity, regarding
the hardware scenario constraints. According to [4], the maximum tag to reader (up-
link) data transmission rate is 640 kbps. Some authors place the PRNG execution time
between 5 and 10 ms taking as a reference the performance criteria of an RFID system
that demands a minimum label reading speed of at least 200 labels per second [16], or
2.2 ms taking as a reference the system clock frequency fS = 100 KHz (that implies a
clock cycle of 0.01 ms) by reading 450 tags in one second [14].

Element Function Gate count

LFSR16 Register for PRNG output 192

LFSR3 Register for trn storage 36

6 AND For feedback polynomial selection 15

8 XOR XOR operations 20

Decoding logic MUX selection and rotation logic 347

Seed storage For initialization purposes 24

Control (20%) 127

Total 761

Table 6. Logical Gate Equivalence for our Proposed PRNG.

Regarding existing estimations presented in the literature (e.g., [16, 14, 7]), we ap-
proximate the hardware complexity of our approach in 634 logic gates. Adding a 20%
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of logic gates for control purposes as recommended in [14], the final amount is of 761
logic gates (cf. Table 6). This value perfectly matches the Gen2 requirements, and it
has a lower hardware complexity than other low-overhead PRNG proposals for RFID
as LAMED or Grain [14, 7]. For the time consumption requirement, taking the most
restricting criteria that forces the generation of 16-bit sequences in 220 clock cycles
(2.2 ms) [14], our proposal remains suitable enough for the generation of sixteen LFSR
rotations and feedback polynomial selection.

5 Related Works

Some proposals in the literature propose suitable PRNG designs for Gen2 tags. We spe-
cially focus on designs motivated by security purposes. In this sense, Peris-Lopez et
al. present in [14] a deterministic algorithm that relies on the use of 32-bit keys and
pre-established initial states. Similarly, Klimov et al. present in [11] invertible bit trans-
formations of 32 or 64 bits, suitable for PRNG applications. Other authors propose the
use of on board physical properties to obtain random data generation. Holcomb et al.
show in [10] a method to derive random data using the initial state of tag memory. Bal-
achandran et al. propose in [1] the extraction of randomness by sampling radio signals.
Che et al. describe in [2] an hybrid approach that combines the use of Linear Feed-
back Shift Registers (LFSR) and physical properties to build random sequences. We
demonstrated in Section 2 that their approach is not secure, and presented in Section 3
an enhanced version based on a multiple-polynomial LFSR scheme [8, 17]. It is worth
mentioning that Strüker et al. also cite in [18] functional weaknesses of the Che et al.
scheme. Although, no results nor proofs are given in their paper.

6 Conclusions

We analyzed a pseudorandom number generator (PRNG) model for Radio Frequency
Identification (RFID) devices, presented by Che et al. in [2]. The scheme uses a 16-bit
linear feedback shift register (LFSR) for the generation of pseudorandom sequences.
The LFSR is modified each cycle by XORing the first cell of the LFSR and a true
random bit. We demonstrated that the proposal is not appropriate for security purposes,
since it does not correctly handle the inherent linearity of the LFSR. We then showed
empirically the possibility of successfully retrieving the feedback polynomial of the
LFSR by using very few observations.

A new scheme has been then proposed. Our model is based on the use of a multiple-
polynomial LFSR. We analyzed a 16-bit PRNG based on a software simulation of our
model. We performed statistical analysis of random sequences generated by our simu-
lation. Results confirm the validity of our technique. A hardware complexity estimation
has also been presented. Our estimation successfully meets the requirements of the EPC
Gen2 standard.
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