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What is SCADA?

• Industrial Control Systems – Less degree of distribution, but synonym in this talk

• Distributed Control Systems – E.g., large-scale transmission systems, such as
electrical, oil and gas transportation networks

• Supervisory Control And Data Acquisition
- Real-time technologies to centrally monitor/control remote/local equipment
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Motivation

• Malware moving from IT Systems 
to Operational Systems

• Wrong configurations, lack of 
encryption, legacy (vulnerable) 
systems, third party access, ...

Proposed Methodology

● Foster new theories,
● simulate/emulate case scenarios,
● & validate results using real 

environments.
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Typical SCADA Elements (1/3)

• Probes/Sensors: monitoring devices to retrieve
measurements related to specific physical phenomena

• Effectors/Actuators: control devices, in charge of
managing some external devices
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Typical SCADA Elements (2/3)

Middleware based on
• Remote Terminal Units

• Programmable Logic Controllers

to control those devices monitoring/controlling end-
points, often deployed far away from the backend
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Typical SCADA Elements (3/3)

IT/Master Terminal Units/Human Machine Interfaces
• Located at the control center of the organization

• Give access to the management of communications,
collection of data, data storage, and control of sensors
and actuators via the RTUs/PLCs
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Security Challenges*

Priority IT Systems
#1 Confidentiality
#2 Integrity
#3 Availability

MTUs to I/O
Availability
Integrity
Confidentiality

* HIRSCHMANN, Why is Cyber Security Still a Problem? TOFINO Security Series

Asset to protect:    Information Process

Plus 
• Reliability,
• Safety,
• Performance, ...
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• Dynamic Risk Assessment
- Preempt Exploitation of Vulnerabilities
- Use of Attack & Operational (“Mission”) Graphs

The PANOPTESEC Approach

IT Security Oriented Operational Security Oriented
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Project Emulation Environment (1/10)
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Project Emulation Environment (2/10)
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Project Emulation Environment (3/10)
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Project Emulation Environment (4/10)
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Project Emulation Environment (5/10)
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Project Emulation Environment (6/10)
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Project Emulation Environment (7/10)
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Project Emulation Environment (8/10)
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Project Emulation Environment (9/10)
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Project Emulation Environment (10/10)
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Evolution
• Protect, as well, from threats that are affecting physical

sensors and actuators
- In other words ...

+

Source: Hacking Chemical Plants for Competition and Extortion, Krotofil and Larsen, DefCon23, 2015.
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Physical Elements

• Probes/Sensors: monitoring devices in to retrieve
measurements related to specific physical phenomena

• Effectors/Actuators: control devices, in charge of
managing some external devices
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Physical Elements
Middleware based on:
• Remote Terminal Units

• Programmable Logic Controllers

to control a myriad (thousand to million) of devices
monitoring/controlling end-points, often deployed far
away (hundreds to thousands of km) from the backend
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Outline

• Brief Introduction

• Cyber-Physical Systems

• Feedback Control Verification

• Summary & Perspectives
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Fundamental Questions …

• What are Cyber-Physical Systems (CPSs)?

• How CPS security differs from traditional IT security?

• Are CPSs new?
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What are CPSs?

... but also

• Systems that monitor behavior of physical processes and take actions to 
correct those behaviors
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Are CPSs new?

Short answer: No, they are not*

* Cyber–Physical Systems: A Perspective at the Centennial. Kim and Kumar. Proceedings of the IEEE,
Vol. 100, pages 1287-1308, May 2012.
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The key ingredient in a CPS: Control

• Control means making a (dynamical) system to work as required

• Feedback is used to compute a corrective control action based on the distance
between a reference signal and the system output

• Examples: dynamically follow a trajectory (robotics), regulate a temperature,
regulate the sending rate of a TCP sender (TCP cong. control), controlling a
pendulum in its unstable equilibrium, etc.
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Networked Control System

• From a methodological standpoint, we can model a CPS using a Networked-
Control System (NCS)
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Traditional Issues Studied in the NCS Literature

• Stabilizing a system under network delays & packet losses

• Techniques to limit data rate (e.g., from control to plant)

• Energy efficient networking for Wireless NCS

• Security?
- Since the stuxnet incident, the control community seems to be heavily 

working as well on security issues of CPSs
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CPS Vulnerabilities

• Traditional Security Issues at the Cyber layer
- Unencrypted communications
- Controller settings manually configured (remotely or in person)
- Default usernames and passwords
- …

• Attack Surface
- Physical & control (Physical-layer)
- Communication & network (Cyber-layer)
- Supervisory & management (Human-layer)
- …

• Attack Vectors
- Data (Control & Measurements /  Actuators  & Sensors)
- Estimations & Orders (Controller & HMIs)
- ...
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Putting all Together …

Controller

Networked Control System (NCS)

u

Network

y

+ =
People & Control Loops

Information and Communications 

Technologies (ICT)

System

Sensors & ActuatorsManagement Systems Programmable Automata
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Sample Attacks*

(Integrity, Availability)

(Dynamics of the System)

* A secure control framework for resource-limited adversaries. Texeira et al., Automatica, 51(1):135-148, 2015.
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Replay Attack
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Sample Attacks*

(Integrity, Availability)

(Secrecy)

(Dynamics of the System)

* A secure control framework for resource-limited adversaries. Texeira et al., Automatica, 51(1):135-148, 2015.
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Prevention of CPS Attacks

• A well-designed control system shall resist external disturbances 
(failures & attacks), to a certain degree

• Several control-theoretic techniques to prevent cyber-physical 
attacks have been proposed in the literature*

• Most of the techniques aim at injecting authentication to the 
control signal & discover anomalous measurements

- E.g., use a noisy control authentication signal to detect integrity attacks 
on sensor measurements

- In the following, we elaborate further on the aforementioned technique

* A survey on the security of cyber-physical systems. Wu, Sun, and Chen. Control Theory and
Technology, 14(1):2–10, February 2016.
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Outline

• Brief Introduction

• Cyber-Physical Systems

• Feedback Control Verification

• Summary & Perspectives



Revisiting a Watermark-based Detection 
Scheme to Handle Cyber-Physical Attacks*

Joint work with 
Jose Rubio-Hernan & Luca de Cicco

* 11th International Conference on Availability, Reliability and Security (ARES 2016), August 2016.
(Best Paper Runner-Up Award)
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The Mo et al. Approach* (1/2)

* Physical Authentication of Control Systems. Mo, Weerakkody and Sinopoli. IEEE Control Systems, Vol.
35, pages 93–109, 2015.
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The Mo et al. Approach* (2/2)

* Physical Authentication of Control Systems. Mo, Weerakkody and Sinopoli. IEEE Control Systems, Vol.
35, pages 93–109, 2015.



41

Simulating the Approach in Matlab/Simulink
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Validating the Approach in Matlab/Simulink
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Uncovered Issues
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An Implementation of our Proposed Attack
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Validating the Attack in Matlab/Simulink
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Detection Ratio
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Comparing Cyber and Cyber-Physical Adversary DR
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Revisiting the Mo et al. Approach
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Three Watermarks, period T=20s
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Three Watermarks, period T=7s
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Detection Ration vs. Switching Frequency (CDF)
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Back to the Suggested Methodology

• Malware moving from IT Systems 
to Operational Systems

• Wrong configurations, lack of 
encryption, legacy (vulnerable) 
systems, third party access, ...

Proposed Methodology

● Foster new theoretical models,
● simulate/emulate case scenarios,
● & validate results using some  

testbeds.
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Preparing the Testbeds

http://j.mp/1qViIsG

http://j.mp/1vGPIVp

http://j.mp/1lEAxDP
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Sample Testbeds

http://j.mp/TSPScada
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Testbed (ongoing) Results
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Testbed (ongoing) Results
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Outline

• Brief Introduction

• Cyber-Physical Systems

• Feedback Control Verification

• Summary & Perspectives
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Summary
• Challenging, multidisciplinary topic

- Dynamic (networked-control) systems & analysis of large datasets

• Risk Assessment
- Traditional IT-based methods may still be applicable
- However, they cannot solve the problem completely

- Fundamental differences between IT systems & CPSs

• Modeling, from a control-theoretic perspective, is a must
- Pay attention to adversary strategies from the attacker’s angle
- Assume attackers with knowledge about information systems & 

physical systems at the same time

- Testbeds for the evaluation of emerging theories, methods & techniques
- Use practical & real-time environments 
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Thank You.  Questions?
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